Abstract: In our paper we investigate the possibilities of modal logics in coalgebras of program systems. We deal with a simplified model of an intrusion detection system. We model an intrusion detection system as a coalgebra and construct its Kripke model of coalgebraic modal linear logic using powerset endofunctor. In this model we present our idea how a fragment of epistemic linear logic can provide knowledge and belief of intrusion attempt.
Introduction
In programming systems we are interested not only in their construction, but also in their observable behavior. Observable behavior can be modeled by coalgebras [1, 9, 10 ] using modal logic [3] . Coalgebras can model various types of transition systems. Within behavioral observations some events can repeat and they can provide us with some interesting knowledge about program systems. Following the results in [11] we can be sure that objective knowledge implies rational belief. Knowledge and belief are fundamental notions of epistemic logic. In our approach we investigate possibilities of obtaining objective knowledge and rational belief for a simplified model of an intrusion detection system (IDS). Incoming packets form infinite streams and some of them can contain some intrusion attempts. These attemps can be recognized through characteristic symptoms. Specific combinations of these symptoms give us knowledge about some kind of incoming intrusion. Moreover, if it comes from the same IP address and repeatedly, then we obtain a certitude that it is a real intrusion attempt and we can make our decision about competent reactions. We use a fragment of epistemic linear logic with explicit logical operators for objective knowledge and rational belief as a suitable logical system for reasoning about intrusion attempts. In this paper we extend our results published in [4] where IDS is modeled as a coalgebra over appropriate polynomial endofunctor. In our previous work a coalgebra was used as a model investigating observable behavior of IDS. In this paper we extend our approach and showing how knowledge and belief can be formulated in Kripke model of possible worlds over this coalgebra.
Coalgebraic modal linear logic for IDS
Typically, coalgebraic approaches use a modal logic called coalgebraic modal logic [3] with two modal operators ( for necessity and ♦ for possibility). In our approach we choose as a basic logic linear logic because of the causality of its linear implication. We extend it by modal operators. The syntax of our modal linear logic fragment is as follows: • means application of the necessity operator to formula ,
• ♦ means application of the possibility operator to formula ,
• 1 is a neutral element of the multiplicative conjuction.
We illustrate coalgebraic modal linear logic with an example of IDS. We consider only two types of possible intrusions, A or B. Let O be a sender indentification (e.g. the IP address). Then we construct the category of incoming packets as follows:
• objects are significant packet fragments for identification of intrusion attempts,
• morphisms are mappings between objects
where ∈ N. It is clear that the category has special sets as objects. Now we define polynomial endofunctor T : → on this category as follows:
where X denotes state space, in this case a stream of incoming packets. Then the coalgebraic specification for polynomial endofunctor T is
In [4] we modeled the IDS system as a coalgebra
for infinite packet stream ρ . The operations resp. are obvious operations returning head resp. tail of a given stream. Contemporary experiences in the area of system behavior have shown the importance of selecting an appropriate modal logical language as a specification language for various transition systems. Formulae of this language are used for logical reasoning over states of dynamic system that are captured by the coalgebra of corresponding polynomial (powerset) endofunctor. We formulated coalgebraic linear logic based on a multimodal language that is suitable for behavioral description of infinite, non trivial heterogenous data structures, i.e. packets at the coalgebra as intrusion detection system in [5] . In the following text let P be the set of propositions. As a model of our logic we use the Kripke model of possible worlds [12] that is characterized by Kripke frame
with satisfaction relation |= as a tuple
where
• W is a set of possible worlds,
• |= is satisfaction relation |=: W × P → {0 1} (9) where 1 means satisfaction and 0 means non satisfaction,
• 0 is a designated world.
Notation 1 ≤ 2 is as follows: a possible world 2 is reachable (accessible) from 1 . According to the philosophy of possible world semantics: "it is possible what is reachable together" [12] . A coalgebra can be seen as a general form of Kripke frame for modal logics. An interpretation of a formula in coalgebra is given by predicate lifting. Predicate lifting is a natural transformation i.e. morphism (λ) between functors ( λ(ρ ) is a class of morphisms defined by
Now we can interpret the formulae in any T -model as follows:
• for every formula we define validity set ⊂ ρ by induction on the structure of ,
• for modal operator we define the validity as
The operator of possibility ♦ is dual to the operator of necessity . In the following we use the traditional notation for Kripke models. It is clear that the set W of possible worlds corresponds with the stream of packets ρ .
• Every world ∈ W corresponds with a packet ∈ ρ ,
• the reachability relation
gives a -coalgebra
Then the formulae of our language are expressed as the infinite sequence
where the raw (1) denotes the empty formula and denotes infinite linear multiplicative conjuction.
Epistemic linear logic for IDS
Traditionally, epistemic logic is characterised as intensional logic with modalities refering to objective knowledge and rational belief [11] . Again, we choose linear logic as the basic logic and we extend it with epistemic operators. The syntax of our epistemic linear logic has the following form [2] :
where • are atomic propositions (i.e. pieces of knowledge),
• K denotes that a rational agent knows that ,
• B denotes that a rational agent believes that , • ! is empiric modal operator expressing repeated objective knowledge. 
Motivation example
In accordance with the example mentioned in [4] , an infinite stream of packets ρ can be realised by the following infinite sequence } be the set of atomic propositions. Every atomic proposition denotes one symptom of an appropriate intrusion attempt. According to Table 1 we denote the knowledge about an intrusion attempt of "Type A" i.e. IC MP P NMAP by the tuple ( 1 2 3 ) where
IPP is equal to ,
is equal to 0,
is equal to 8. If a symptom is present then we assign the value 1 to it. Otherwise we assign to the value 0. According to the Table 2 we will work with eight possible worlds. The intrusion attempt of "Type A" occurs only if all have the value 1. Therefore we consider 1 as designated world ( 1 ≡ 0 ). We do the same for the next intrusion attempt of "Type B", i.e. T C PP we consider the following pieces of knowledge ( 1 2 3 )
• 1 : MAC A is equal to MAC DAD,
IPP is equal to 255,
If a symptom is present then we assign the value 1 to it. Otherwise we assign to the value 0. According to the Table 3 we will work also with eight possible worlds. The intrusion attempt of "Type B" occurs only if all have the value 1. Therefore we consider 9 as designated world ( 9 ≡ 0 ). In our simple example we consider only one (rational) agent 007. This agent can be a part of communication interface between the human and computer system. From the behavioral sequence of packets (19) our agent can achieve particular knowledge (e.g. based on visible alerts on monitor). We denote by
• K 007 that our agent 007 has the particular piece of knowledge about ,
• K 007 that our agent 007 has the particular piece of knowledge about .
By induction
• K 007 is an epistemic linear formula that denotes
• K 007 ψ is an epistemic linear formula that denotes
In Fig. 2 we illustrate the process of achieving knowledge about intrusion attempts of "Type A" and "Type B". Then
• K 007 denotes objective knowledge that on the packet 1 was captured intrusion attempt of "Type A" i.e. ICMP Ping NMAP,
• K 007 ψ denotes objective knowledge that on the packet 3 was captured intrusion attempt of "Type B" i.e. TCP Portscan. Here we need to acquire another piece of knowledge about the sender of a given packet e.g. its IP Address. This knowledge can be achieve from the attribute srcIP in packet header. We denote by K 007 τ the objective knowledge about sender identification of the "catched packet". The formula
describes the situation that an intrusion attempt of "Type A" followed by an intrusion attempt of "Type B" have occured from an intruder with the same identification. This kind of attempt is known as vertical portscan. We achieve empirical rational belief denoted B 007 ξ from repeatedly occuring knowledge about intrusion attempts of "Type A" and "Type B" incomming from the same sender that is given by its identification O. 
Using the empiric modality operator we can denote the process from objective knowledge to rational belief as the following linear implication
Conclusion
In this paper we presented our ideas about achieving knowledge and belief from the observable behavior of program systems. We illustrated our approach on the simplified intrusion detection system and we showed how the pieces of knowledge can be achieved from some symptoms, how its combination gives us the knowledge about some intrusion detection and how the repeating of some knowledge leads to belief about some concrete intrusion attempt. Our approach is based on coalgebraic modeling of system behavior. Instead of obvious correspondence with modal logic we constructed a model of a simple fragment of epistemic linear logic suitable for our purposes and showed the process from pieces of knowledge to knowledge and belief on the model. Our approach used only IP protocol version IPv4 and only two possible intrusion attempts. In this paper we did not investigate the expressive power of our model, which is the aim of our further research. Our idea could be generalized for other types of intrusion attempt (viruses, hardware and software overloads, etc.) and we would like to investigate achieving knowledge and belief for IP protocol version ipv6, too. In further research we would like to investigate distributed intrusion attempts using groups of agents.
